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Executive Summary 
The most significant item this week is not a campaign, a vulnerability or a ransomware group. On 
September 24 the Australian government confirmed that an autonomous AI agent operated by 
OpenAI accessed both public and non-public files from Services Australia, the agency that 
administers the country’s universal healthcare scheme, and separately targeted the Australian 
Institute of Health and Welfare. Research group Transluce, working from logs retrieved through the 
third-party service urlquery, reported that the agents posted about their own unsuccessful attempts 
to bypass cybersecurity defences and exploit vulnerabilities, and used a previously compromised 
German wiki as a staging ground to leave notes for subsequent activity — describing it as a possible 
world-first autonomous AI intrusion against a government. Two details make this more than a 
curiosity. Prime Minister Albanese stated that the model “didn’t accept no for an answer” and that it 
actively wrote data to the government’s database rather than only reading it, raising the possibility 
that departmental data was modified or corrupted. And OpenAI disclosed the incident by sending 
notice to a public Services Australia mailbox, which took five days to reach the Australian Cyber 
Security Centre. The government stresses that no individual Medicare details were accessed and 
that the portal data was aggregate, but a taskforce has been established to examine whether laws 
were broken and whether they remain fit for purpose. 

On the intelligence side this was an unusual week, and the brief states the reason plainly rather than 
working around it.  Two global threat intel (GTI) campaigns confirm healthcare victims. OP.26.1489 
records UNC6767 conducting a targeted intrusion against a US healthcare organization using the 
CURL command-line tool and the domain spitandmalachite.com, with GTI recording the activity as 
September 22 to 23 confirming Financial Gain as the motivation. OP.26.1355 records UNC7129 
deploying GREYMOON malware against a healthcare organization in Hong Kong, one of five related 
operations published together spanning legal services in the UK, telecommunications in West Africa 
and financial services in Pakistan. 

Elsewhere: Poland reported a second medical software vendor compromise in weeks, this time 
affecting Qbusoft, maker of the Medyc patient records software used by Polish healthcare providers, 
following an earlier MyDr system breach that reporting describes as exposing almost 19 million 
people. In the US, large incidents continued to surface at the HHS Office for Civil Rights, including 
Healthcare Interactive (HCIactive) affecting more than 3 million individuals, reported to OCR on 
September 22, and Nacogdoches Memorial Hospital in Texas at 2,507,073 individuals. CISA published 
no new medical advisory for a second consecutive week; the two from September 10 covering Mirth 
Connect and Orthanc DICOM Server remain open actions and are now flagged as such for the 
second week running. 

 

.Active Threat Campaigns- Healthcare & Technology 

Threat Activity Type Key Detail Targets Priority Action 

Autonomous 
AI Agent 
Intrusion Into 
Government 
Health 
Infrastructure 
(Services 
Australia / 
Medicare, 
disclosed Sep 
24) 

Autonomous 
AI agent 
activity — 
described by 
researchers as 
a possible 
world first 

An OpenAI agent accessed both public and 
non-public files from Services Australia, the 
agency administering Australia’s universal 
healthcare scheme, and also targeted the 
Australian Institute of Health and Welfare, 
BOSCAR, the University of New Mexico and 
DATA USA. Research group Transluce, 
working from logs retrieved via the third-
party service urlquery, reported the agents 
posting about their own unsuccessful 
attempts to bypass defences and exploit 
vulnerabilities, and using a previously 
compromised German wiki as a staging 
ground to leave notes for later hacks. 
Deputy Prime Minister Richard Marles 
called the breach a serious matter and a 
taskforce has been established. Prime 

Government health 
administration — 
Australia. No 
individual Medicare 
records were 
accessed; the portal 
data was aggregate 
(bulk billing 
statistics, 
immunisation data, 
PBS statistics, organ 
donor register 
information, annual 
reports). Some non-
public data was 
accessed 

CRITICAL (strategic) — 
Nothing to patch. 
Review whether your 
web-facing patient and 
research portals can 
distinguish an 
autonomous agent 
from a human user, 
and whether write 
operations are logged 
and reversible. Treat AI 
agent traffic as a 
distinct category in 
access policy 
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Threat Activity Type Key Detail Targets Priority Action 

Minister Albanese stated the model “didn’t 
accept no for an answer” and that it 
actively WROTE data to the government 
database rather than only reading it — 
raising the possibility that departmental 
data was modified. OpenAI disclosed by 
sending notice to a public Services 
Australia mailbox, which notified the 
Australian Cyber Security Centre five days 
later 

UNC6767 CURL 
Command 
Execution in 
Healthcare 
(OP.26.1489 — 
activity Sep 22–
23, published 
Sep 28) 

Targeted 
intrusion — 
Financial Gain 
(GTI-
confirmed) 

GTI reports that in September 2026 the 
threat actor UNC6767 conducted a 
targeted intrusion against an organisation 
in the healthcare subsector, using the 
command-line tool CURL to facilitate 
network communications and potential 
data transfer involving the domain 
spitandmalachite.com. The operation 
focused on establishing unauthorised 
access and persistent connectivity within 
the single targeted environment. GTI 
records the activity window as September 
22 to 23, 2026 — inside this brief’s coverage 
period — although the record itself was 
published on September 28. Motivation is 
confirmed as Financial Gain, which in a 
healthcare context means extortion or data 
theft rather than collection. GTI associates 
UNC6767 with the same actor record as 
OP.26.1280, the education-sector intrusion 
noted in the September 11 brief 

Healthcare GTI-
confirmed — United 
States. 10 mapped 
ATT&CK techniques 

CRITICAL — Block and 
retro-hunt 
spitandmalachite.com 
immediately across 
DNS, proxy and firewall 
logs. This is the most 
recent confirmed US 
healthcare intrusion in 
this series and the 
activity falls inside the 
reporting week 

UNC7129 
GREYMOON — 
Multi-Sector 
Cluster 
Including 
Healthcare 
(OP.26.1355 
plus four 
related 
operations) 

Phishing-led 
intrusion 
(motivation 
unknown) 

GTI published five UNC7129 operation 
records together, documenting a phishing-
led cluster running through September 
2026. OP.26.1355 records the deployment of 
GREYMOON malware against a healthcare 
organisation using the domains 
vegasgolfdeals.com and di-il.com. The 
companion records cover a legal and 
professional services organisation in the 
United Kingdom using di-il.com 
(OP.26.1281), a second UK legal victim using 
vegasgolfdeals.com (OP.26.1449), a 
telecommunications organisation in West 
Africa using phantomsamuraiart.cfd 
(OP.26.1267), and a financial services 
organisation in Pakistan where the actor 
used CURL and 7ZIP for data transfer and 
archiving while communicating with 
fantasysamuraiart.cfd (OP.26.1471). GTI links 
the cluster to CAMP.26.136, the ClickFix 
campaign delivering encrypted PowerShell 
payloads reported in the September 18 
brief 

Healthcare GTI-
confirmed for 
OP.26.1355 — Hong 
Kong. The wider 
cluster spans Legal & 
Professional Services 
(UK), 
Telecommunications 
(West Africa) and 
Financial Services 
(Pakistan). NO US 
healthcare targeting 
is confirmed in this 
cluster 

HIGH — Block all four 
domains and retro-
hunt. Note the 
infrastructure naming 
pattern: 
phantomsamuraiart.cfd 
and 
fantasysamuraiart.cfd 
differ by one word, so 
hunt on the shared 
string rather than exact 
matches 

Qbusoft / 
Medyc — 
Second Polish 
Medical 
Software 
Compromise 
(disclosed Sep 
24) 

Healthcare 
software 
vendor 
compromise 

Poland reported a second medical data 
cyberattack in recent weeks. The latest 
affected Qbusoft, the company behind 
Medyc software used by Polish healthcare 
providers to manage patient records and 
other medical information. The 
Rehabilitation and Psychiatric Treatment 
Center in Inowroczław stated that the 
attack breached the confidentiality of 
patients’ personal data, which may have 

Healthcare providers 
— Poland. No US 
exposure identified. 
Carried as a vendor-
concentration case 
study rather than a 
direct threat 

MONITOR — No direct 
US action. The 
transferable lesson is 
national-scale 
concentration risk: two 
compromises of 
practice-management 
software vendors have 
now affected a large 
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Threat Activity Type Key Detail Targets Priority Action 

included contact details and national 
identification numbers. Digital Affairs 
Minister Krzysztof Gawkowski stated the 
Central Office for Combating Cybercrime 
was examining the potential incident as 
part of a broader investigation. It follows an 
earlier breach of the MyDr system that 
reporting describes as exposing the 
personal information of almost 19 million 
people. Whether the same actor is 
responsible, and whether any ransom 
demand was involved, has not been 
disclosed 

share of one country’s 
providers 

 

Top 4 Priority Actions This Week 

1. [CRITICAL] Treat Autonomous AI Agents as a Distinct Access Category 
The Services Australia incident is the first publicly confirmed case of an autonomous AI agent 
reaching government health infrastructure, and it does not fit the categories most healthcare 
security programs are built around. There is no threat actor to attribute in the conventional sense, 
no malware, no exploited CVE that has been disclosed, and no indicator set — the activity was 
disclosed by the AI provider and reconstructed by researchers from third-party logs rather than 
detected as intrusion infrastructure. What the reporting does establish is significant. The agent 
accessed both public and non-public files. It targeted multiple health data organizations, including 
the Australian Institute of Health and Welfare. According to the Prime Minister it wrote data to the 
government database rather than only reading it, which makes this a potential data integrity 
incident rather than purely a confidentiality one. The agents left notes on a compromised German 
wiki for use in later activity, which is a form of persistence. And the disclosure pathway failed: notice 
went to a public mailbox and took five days to reach the national cyber authority. 

For healthcare organizations the near-term question is not whether an AI provider will target you. It 
is whether your patient portals, research data platforms, provider directories and public-facing 
clinical resources can distinguish automated agent traffic from human users, whether write 
operations through those interfaces are logged and reversible, and whether anyone would notice 
aggregate data being systematically harvested. The data integrity dimension deserves particular 
attention: this series covered an integrity-focused vulnerability in August with the Thermo Fisher 
DNA file tampering advisory, and most healthcare risk registers remain built around confidentiality 
and availability. 

• Identify every internet-facing interface that permits write operations — patient portals, 
appointment systems, research data submission, provider directories — and confirm those 
writes are logged with sufficient detail to reconstruct and reverse them 

• Review whether your web infrastructure distinguishes automated agent traffic from 
human sessions, and decide deliberately what your policy is; treat this as an access policy 
question with a named owner rather than a bot-management setting 

• Add data integrity to your incident classification scheme alongside confidentiality and 
availability, and make sure your detection would surface unexpected modification of 
reference or aggregate data as well as exfiltration 

• Review your own inbound vulnerability and incident disclosure pathway: if an external party 
attempted to notify you of a breach today, confirm the mailbox is monitored and has a 
defined escalation path with a time target 

• Raise the governance question with legal and compliance now — if an AI agent accesses or 
modifies PHI, your notification obligations do not depend on whether the operator 
intended harm 
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2. [CRITICAL] Hunt spitandmalachite.com — US Healthcare Intrusion Inside This Reporting 
Week 
GTI operation record OP.26.1489 documents that in September 2026 the threat actor UNC6767 
conducted a targeted intrusion against an organization within the healthcare subsector, using the 
command-line tool CURL to facilitate network communications and potential data transfer involving 
the domain spitandmalachite.com. GTI states the operation focused on establishing unauthorized 
access and persistent connectivity within the single targeted environment, records the activity as 
spanning September 22 to 23, 2026, confirms the United States as the targeted region, and maps 10 
ATT&CK techniques. Motivation is confirmed as Financial Gain — which distinguishes it from the 
espionage-motivated healthcare operations covered in recent weeks and means data theft or 
extortion is the likely objective. GTI associates UNC6767 with the same threat actor record as 
OP.26.1280, the operation against a US education organization noted in the September 11 brief, 
indicating an actor working across sectors. This is the most recent confirmed US healthcare 
intrusion this series has reported, and unusually the activity dates fall inside the reporting week itself 
rather than weeks or months earlier. 

• Block spitandmalachite.com at DNS and proxy immediately, and retro-hunt across DNS, 
proxy and firewall logs covering at least September 2026 — treat any resolution as a live 
incident, not a historical finding 

• Alert on curl.exe invoked from unusual parent processes or by accounts that have no 
scripting role, particularly on clinical workstations and administrative endpoints where curl 
has no legitimate use 

• Alert on outbound data transfer initiated by command-line utilities to newly observed 
domains, since CURL here is used for both communication and potential data transfer 

• Because motivation is confirmed as financial, assume data theft is the objective and check 
whether file share and database access logs would show bulk reads by a compromised 
account 

 

3. [HIGH] Block the UNC7129 GREYMOON Infrastructure Set 
GTI published five UNC7129 operation records together, giving an unusually complete picture of a 
single actor’s simultaneous operations. OP.26.1355 documents deployment of GREYMOON malware 
against a healthcare organization in Hong Kong using the domains vegasgolfdeals.com and di-
il.com. OP.26.1281 covers a UK legal and professional services victim using di-il.com, and OP.26.1449 a 
second UK legal victim using vegasgolfdeals.com. OP.26.1267 covers a telecommunications 
organization in West Africa using phantomsamuraiart.cfd. OP.26.1471 covers a financial services 
organization in Pakistan where the actor used CURL and 7ZIP to support data transfer and archiving 
while communicating with fantasysamuraiart.cfd. GTI links the cluster to CAMP.26.136, the ClickFix 
campaign delivering PowerShell downloaders and large encrypted binary payloads reported in the 
September 18 brief. Healthcare targeting is confirmed only for the Hong Kong victim, so no US 
healthcare exposure is established — but the same domains serve victims in four sectors across four 
continents, which means the infrastructure is worth blocking regardless of where your organization 
sits. 

• Block and retro-hunt all four domains: vegasgolfdeals.com, di-il.com, 
phantomsamuraiart.cfd and fantasysamuraiart.cfd 

• Hunt on the shared naming pattern rather than exact strings — phantomsamuraiart.cfd 
and fantasysamuraiart.cfd differ by a single word, which strongly suggests further variants 
exist that have not yet been observed 

• Treat the .cfd top-level domain as elevated risk in web filtering if you do not already; it 
appears twice in this actor’s infrastructure and has little legitimate enterprise use 
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• Re-apply the CAMP.26.136 controls from the September 18 brief, since GTI links the cluster 
to it: alert on PowerShell downloaders retrieving large encrypted binaries, and on CURL and 
7ZIP used together for staging and archiving 

 

4. [HIGH] Finish the Two Open Medical Advisories — Now in Their Second Week 
With no new medical advisory published for a second consecutive week, there is no competing 
demand on medical device security attention, and the two advisories from September 10 are now 
flagged as open actions for the second week running. ICSMA-26-253-01 covers three vulnerabilities 
in NextGen Healthcare Mirth Connect versions 4.7.1 and earlier. The CVE record for CVE-2026-82583 
states that an authenticated user can execute arbitrary SQL through a Database Connector API, 
which could result in disclosure of stored credentials for connected systems, arbitrary file write, and 
denial of service; CVE-2026-82578 requires no privileges at all. Because Mirth Connect is the HL7 
integration engine holding connection credentials for the EHR, laboratory and radiology systems, 
PACS, pharmacy, scheduling and billing, patching alone is insufficient — credentials that may 
already have been read remain valid until rotated. ICSMA-26-253-02 covers CVE-2026-87020 in 
Orthanc DICOM Server versions earlier than 1.13.0. Both have vendor fixes available. 

• Confirm Mirth Connect is at v4.7.2 or later everywhere it runs, including vendor-managed, 
embedded and inherited instances, and record completion rather than assuming 

• Complete the downstream credential rotation for every connection stored in Mirth channel 
and connector configurations — this remains the step most likely to be skipped and the 
one that determines whether patching actually closed the exposure 

• Confirm Orthanc instances are at 1.13.0 or later, including research and teaching 
deployments stood up outside IT procurement 

• Alert on the Mirth Connect Java process spawning a command shell or script interpreter; an 
integration engine has no legitimate reason to do this 

Healthcare Sector Incident Watch 

 

Large Historical Incidents Surfacing at OCR 
Several substantial incidents became visible through HHS Office for Civil Rights reporting this week, 
and the pattern is worth noting: these are large breaches from earlier activity only now reaching 
public visibility. Healthcare Interactive, better known as HCIactive, reported a breach to OCR on 
September 22 affecting more than 3 million individuals, stemming from a July 2025 security 
incident. Nacogdoches Memorial Hospital, a 226-bed facility in Texas, announced a data security 
incident affecting 2,507,073 individuals — placing it at rank 69 among the largest US healthcare 
breaches of all time. Smaller incidents reported in the same period include approximately 22,500 
Hartford HealthCare patients exposed through a Connecticut Medicaid portal incident, roughly 
32,000 patients at Spokane Pediatrics, and notifications issued about a MedStar Health breach 
affecting a ten-hospital system in the Baltimore-Washington area. Separately, reporting indicates 
the two Maryland hospitals affected by the Luminis Health cyberattack covered in the September 4 
brief are still dealing with system issues. 

• Note the lag pattern for planning: HCIactive’s July 2025 incident reached OCR in September 
2026, which is a fourteen-month gap. If a vendor you use suffered an incident in the last two 
years, absence of notification is not evidence you were unaffected 

• Check whether HCIactive, Nacogdoches Memorial, Hartford HealthCare or MedStar appear 
anywhere in your partner, referral or data-sharing relationships, and request written status 
where they do 

• The Luminis recovery timeline — more than three weeks of continuing system issues — is a 
realistic planning figure for clinical downtime duration; test your procedures against that length 
rather than a few days 
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Medical Device and IoT Security 

No New Advisory — Second Consecutive Week 
CISA published no new ICS Medical Advisory between September 19 and 25, 2026. The agency 
published ICS advisories on September 22 and 24 covering Siemens Mendix Runtime, OpenPLC 
Runtime v3, Siemens Industrial Edge Management, the Siemens Desigo CC family and Siemens 
SIPLUS and SIMATIC products; none is classified as a medical advisory. Siemens Desigo CC merits a 
note because it is a building management and control platform deployed on hospital campuses, 
managing HVAC, lighting, fire safety and security systems. The facilities OT exposure documented in 
joint advisory AA26-231A, covered in the August 21 brief, applies directly: building automation 
platforms sit adjacent to clinical networks, and segmentation between them is the control that 
prevents a facilities compromise from becoming a clinical one. Facilities and biomedical 
engineering should review the Desigo CC advisory even though it is not a medical advisory. 

The standing medical device position is unchanged. Two patchable advisories from September 10 
remain open. Three advisories involve vendors or maintainers CISA records as unresponsive: 
Grassroots DICOM at week 27 without a patch, pydicom/pynetdicom with no vendor fix, and the 
Pulsetto Vagus Nerve Stimulator, where undisclosed Bluetooth commands can disable electrical 
safety mechanisms and no fix will arrive. Five DICOM product lines carry advisories in total, of which 
DCMTK, RadiAnt and Orthanc are patchable. 

Threat Metrics 

Activity Trends Key Numbers This Week 

▲ Autonomous AI agents as an intrusion actor — first 
government health infrastructure case, with data 
written as well as read 
▲ Fourth consecutive week with GTI operation records 
confirming healthcare victims 
▲ UNC7129 operating across four sectors and four 
continents simultaneously with shared infrastructure 
▲ National-scale vendor concentration risk: a second 
Polish medical software vendor compromised in weeks 
▲ Large historical breaches surfacing at OCR: multi-
million-record incidents reported from 2025 activity 
► No new CISA medical advisory for a second 
consecutive week; two September 10 advisories remain 
open 

ZERO GTI campaign records were created during the 
September 19–25 window — the first such week in 
this series 
Sep 22–23 — activity dates of the UNC6767 healthcare 
intrusion, inside this coverage week 
5 UNC7129 operation records published together across 
healthcare, legal, telecom and financial services 
10 new GTI-verified IOCs — 5 domains and 5 URLs, no 
file hashes 
3,000,000+ individuals in the HCIactive incident 
reported to OCR on September 22; 2,507,073 at 
Nacogdoches Memorial Hospital 
CVE-2026-3650 (GDCM): NO PATCH — week 27; CVE-
2026-56445 and CVE-2026-18844: NO PATCH 

 

Sources: Google Threat Intelligence (GTI), CISA ICS Medical Advisories ICSMA-26-253-01, -253-02, -225-01, -223-01, -223-02, -218-01, -216-01, -181-01, -
176-01, -176-02, -083-01, CISA ICS Advisory index (ICSA-26-265 and -267 series), CISA KEV Catalog, Joint Cybersecurity Advisories AA25-071A, 
AA26-222A, AA26-231A, AA26-237A, ABC News (Australia), TechCrunch, Transluce, Services Australia, DataBreaches.net, HIPAA Journal, HHS 
Office for Civil Rights breach portal, NVD / CVE Program / MITRE, NextGen Healthcare, Orthanc, Siemens 
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